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Resumen

Trapdoor functions over finite fields are the security components of
multivariate cryptographic systems for public key cryptography (PKC).
PKC systems use two keys, a public key and a private key. A public key
used for encryption while the private key is used for decryption. It is almost
impossible the decryption without knowing the private key. Public key
systems are fundamental security ingredients in modern electronic com-
munications and data storage. Current PKC systems, based on number
theory principles, could be obsolete provided the emergence of quantum
computers and quantum attacks. In this talk we propose new candidates
for trapdoor functions of high degree for PKC. This high degree promi-
ses high resistance against algebraic attacks because of the difficulty for
solving a system of multivariate polynomial equations.
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1. Introducción

Current cryptographic algorithms for information security are becoming un-
safe the last years because of the growing computer technology, the increasing
number of hackers, and the multiple types of attacks. Trapdoor functions over
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Finite Fields are functions that are easy to evaluate but very hard to invert,
then promises multiple applications digital communications systems, in par-
ticular in public key cryptography (PKC). The most principal cryptographic
algorithm in PKC is the well-known RSA algorithm. As it is well known, RSA
security is based on the difficulty of factoring very large prime numbers and
some results of number theory. This algorithm will be probably obsolete with
the new coming age of quantum computing as showed by Peter Shor. So, it is
extremely important to start testing new designs and new algorithms for safer
cryptographic systems. In this talk, by using almost permutations, we will design
new high degree trapdoor functions over finite fields of characteristic two with
high resistance against algebraic attacks. Current systems are based in classi-
cal Matsumoto-Imai and Hidden Field Equation systems which use quadratic
degrees trapdoor functions, so they are sensitive to these attacks.
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